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!
1. 

1.  
 ESP32 AT  

 AT Wi-Fi  AT TCP/IP  AT  

1.1.  AT  
 AT  _  

AT  ESP-IDF esp-at  AT  AT 
 libat_core.a  AT BIN  

 at_cmd_struct /esp-at/main/at_task.c  
AT  

 AT  AT  esp-at 
 IDF_PATH  

export	IDF_PATH=/home/genmisc/software_output/xcg/esp32_at/esp-idf


1.2.  AT  
 esp-at/README.md  Flash 
 

 
http://espressif.com/zh-hans/support/download/other-tools?keys=&field_type_tid%5B%5D=13  

📖   

ESP32 AT https://github.com/espressif/esp32-at。

BIN

bootloader.bin 0x1000 Boot loader 

partitions_at.bin 0x8000 partitions 

phy_init_data.bin 0xF000 phy_init RF 

esp-at.bin 0x10000 OTA1 

blank.bin 0xFA000 Non-volatile storage (NVS)  Wi-Fi AT 

blank.bin 0x1FD000 OTA 
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!
1. 

⚠   

 AT AT  UART  GPIO16  GPIO17  GPIO16  ESP32 GPIO17 
 ESP32 
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!
2. 

2.  
AT  

!  
 2-1.  

!  
 2-2.  

AT+<x>=?

AT+<x>?

AT+<x>=<…>

AT+<x>

⚠   

•  AT  4  

• [ ]  

•  ”string” AT+CWSAP="ESP756290","21030826",1,4 

•  115200  2-1  

• AT  \r\n  2-2 
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!
3.  AT 

3.  AT  
3.1.  AT  

3.2.  AT  
3.2.1. AT—  AT  

3.2.2. AT+RST—  

AT  AT 

AT+RST

AT+GMR

AT+GSLP  Deep-sleep 

ATE

AT+RESTORE

AT+UART UART 

AT+UART_CUR UART 

AT+UART_DEF UART  Flash

AT+SLEEP  sleep 

AT+SYSRAM  RAM 

AT

OK

-

AT+RST

OK

-
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!
3.  AT 

3.2.3. AT+GMR—  

3.2.4. AT+GSLP—  Deep-sleep  

3.2.5. ATE—  

3.2.6. AT+RESTORE—  

AT+GMR

<AT	version	info>


<SDK	version	info>


<compile	time>


OK

• <AT	version	info> AT  

• <SDK	version	info> SDK  

• <compile	time>

AT+GSLP=<time>

<time>


OK

<time>  ESP32 ESP32 

ATE

OK

• ATE0  

• ATE1

AT+RESTORE

OK

 Flash  
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!
3.  AT 

3.2.7. AT+UART—UART  

AT+UART=<baudrate>,<databits>,<stopbits>,<parity>,<flow	control>

OK

• <baudrate> UART  

• <databits>  

‣ 5 5 bit  
‣ 6 6 bit  
‣ 7 7 bit  
‣ 8 8 bit  

• <stopbits>  

‣ 1 1 bit  
‣ 2 1.5 bit  
‣ 3 2 bit  

• <parity>  

‣ 0 None 
‣ 1 Odd 
‣ 2 Even 

• <flow	control>  

‣ 0  
‣ 1  RTS 
‣ 2  CTS 
‣ 3  RTS  CTS

1.  NVS  

2.  

‣ IO15  UART0 CTS 
‣ IO14  UART0 RTS 

3. 80 ~ 5000000

AT+UART=115200,8,1,0,3
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!
3.  AT 

3.2.8. AT+UART_CUR—  UART  Flash 

AT+UART_CUR=<baudrate>,<databits>,<stopbits>,<parity>,<flow	control>

OK

• <baudrate> UART  

• <databits>  

‣ 5 5 bit  
‣ 6 6 bit  
‣ 7 7 bit  
‣ 8 8 bit  

• <stopbits>  

‣ 1 1 bit  
‣ 2 1.5 bit  
‣ 3 2 bit  

• <parity>  

‣ 0 None 
‣ 1 Odd 
‣ 2 Even 

• <flow	control>  

‣ 0  
‣ 1  RTS 
‣ 2  CTS 
‣ 3  RTS  CTS

1.  Flash  

2.  

‣ IO15  UART0 CTS 
‣ IO14  UART0 RTS 

3. 80 ~ 5000000

AT+UART=115200,8,1,0,3
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!
3.  AT 

3.2.9. AT+UART_DEF—  UART  Flash 

AT+UART_DEF=<baudrate>,<databits>,<stopbits>,<parity>,<flow	control>

OK

• <baudrate> UART  

• <databits>  

‣ 5 5 bit  
‣ 6 6 bit  
‣ 7 7 bit  
‣ 8 8 bit  

• <stopbits>  

‣ 1 1 bit  
‣ 2 1.5 bit  
‣ 3 2 bit  

• <parity>  

‣ 0 None 
‣ 1 Odd 
‣ 2 Even 

• <flow	control>  

‣ 0  
‣ 1  RTS 
‣ 2  CTS 
‣ 3  RTS  CTS

1.  NVS  

2.  

‣ IO15  UART0 CTS 
‣ IO14  UART0 RTS 

3. 80 ~ 5000000

AT+UART=115200,8,1,0,3
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!
3.  AT 

3.2.10. AT+SLEEP—  sleep  

3.2.11. AT+SYSRAM—  RAM  

 

AT+SLEEP=<sleep	mode>

OK 

 

ERROR

<sleep	mode>  

‣ 0  
‣ 1 Modem-sleep 

AT+SLEEP=0

AT+SYSRAM?

+SYSRAM:<remaining	RAM	size> 

OK

<remaining	RAM	size>  RAM 

AT+SYSRAM?


+SYSRAM:148408


OK
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4. Wi-Fi  AT 

4. Wi-Fi  AT  
4.1.  Wi-Fi  AT  

 

AT+CWMODE  Wi-Fi  (STA/AP/STA+AP)

AT+CWJAP  AP

AT+CWLAPOPT  AT+CWLAP 

AT+CWLAP  AP 

AT+CWQAP  AP 

AT+CWSAP  ESP32 SoftAP 

AT+CWLIF  ESP32 SoftAP  Station 

AT+CWDHCP  DHCP

AT+CWDHCPS  ESP32 SoftAP DHCP  IP  Flash

AT+CWAUTOCONN  AP

AT+CIPSTAMAC  ESP32 Station  MAC 

AT+CIPAPMAC  ESP32 SoftAP  MAC 

AT+CIPSTA  ESP32 Station  IP 

AT+CIPAP  ESP32 SoftAP  IP 

AT+CWSTARTSMART  SmartConfig

AT+CWSTOPSMART  SmartConfig

AT+WPS  WPS 

Espressif ! /!10 52 2017.02



!
4. Wi-Fi  AT 

4.2.  Wi-Fi  AT  
4.2.1. AT+CWMODE—  Wi-Fi  (Station/SoftAP/Station+SoftAP) 

 

AT+CWMODE=?

 

AT+CWMODE?


 ESP32  Wi-Fi 

 

AT+CWMODE=<mode>


 ESP32  Wi-Fi 

+CWMODE:<mode>	取 列表 

OK

+CWMODE:<mode>


OK
OK

<mode>  

‣ 1 Station  
‣ 2 SoftAP  
‣ 3 SoftAP+Station 

 NVS 

AT+CWMODE=3
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!
4. Wi-Fi  AT 

4.2.2. AT+CWJAP—  AP 

 

AT+CWJAP? 

 ESP32 Station  AP 

 

AT+CWJAP=<ssid>,<pwd>[,<bssid>] 

 ESP32 Station  AP

+CWJAP:<ssid>,<bssid>,<channel>,<rssi>


OK

OK 

 

+CWJAP:<error	code> 

ERROR

<ssid>  AP  SSID

• <ssid>  AP  SSID 

• <pwd>  64  ASCII 

• [<bssid>]  AP  MAC 
 SSID  AP  

• <error	code>  

‣ 1  
‣ 2  
‣ 3  AP 
‣ 4  

 Station  SSID  
password  ,  “  \ 

 NVS 

AT+CWJAP="abc","0123456789"


 AP  SSID  "ab\,c" password  "0123456789"\" 


AT+CWJAP="ab\\\,c","0123456789\"\\"


 AP  SSID  "abc"  BSSID  AP 


AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

Espressif ! /!12 52 2017.02



!
4. Wi-Fi  AT 

4.2.3. AT+CWLAPOPT—  CWLAP  

AT+CWLAPOPT=<sort_enable>,<mask>

OK 

 

ERROR

• <sort_enable>  AT+CWLAP  RSSI  

‣ 0  
‣ 1  RSSI  

• <mask>  bit  1  AT+CWLAP  bit  0
 

‣ bit	0  AT+CWLAP  <ecn> 
‣ bit	1  AT+CWLAP  <ssid> 
‣ bit	2  AT+CWLAP  <rssi> 
‣ bit	3  AT+CWLAP  <mac> 
‣ bit	4  AT+CWLAP  <ch>

AT+CWLAPOPT=1,31


 1  AT+CWLAP  RSSI  

 31  0x1F  <mask>  bit  1  AT+CWLAP 
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!
4. Wi-Fi  AT 

4.2.4. AT+CWLAP—  AP 

4.2.5. AT+CWQAP—  AP  

 

AT+CWLAP=<ssid>[,<mac>,<ch>] 

 AP

 

AT+CWLAP


 AP

+CWLAP:<ecn>,<ssid>,<rssi>,<mac>,<ch>


OK





ERROR

+CWLAP:<ecn>,<ssid>,<rssi>,<mac>,<ch>


OK

• <ecn>  

‣ 0 OPEN 
‣ 1 WEP 
‣ 2 WPA_PSK 
‣ 3 WPA2_PSK 
‣ 4 WPA_WPA2_PSK 
‣ 5 WPA2_Enterprise  AT  AP  

• <ssid> AP  SSID 

• <rssi>  

• <mac> AP  MAC 

AT+CWLAP="WiFi","ca:d7:19:d8:a6:44",6


 SSID  AP 


AT+CWLAP="WiFi"

AT+CWQAP

OK

-

Espressif ! /!14 52 2017.02



!
4. Wi-Fi  AT 

4.2.6. AT+CWSAP—  ESP32 SoftAP  

 

AT+CWSAP?


 ESP32 SoftAP 

 

AT+CWSAP=<ssid>,<pwd>,<chl>,<ecn>[,<max	
conn>][,<ssid	hidden>]


 AP

+CWSAP:<ssid>,<pwd>,<chl>,<ecn>,<max	
conn>,<ssid	hidden>

OK





ERROR

• <ssid>  

• <pwd> 8 ~ 64  
ASCII 

• <chl>  

• <ecn>  WEP 

‣ 0 OPEN 
‣ 2 WPA_PSK 
‣ 3 WPA2_PSK 
‣ 4 WPA_WPA2_PSK 

• [<max	conn>]  ESP32 
SoftAP  Station  [1, 10]  

• [<ssid	hidden>]  0
 ESP32 SoftAP SSID  

‣ 0  SSID 
‣ 1  SSID

 

⚠   

 SoftAP 

 NVS 

AT+CWSAP="ESP32","1234567890",5,3
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!
4. Wi-Fi  AT 

4.2.7. AT+CWLIF—  ESP32 SoftAP  Station  

4.2.8. AT+CWDHCP—  DHCP 

AT+CWLIF

<ip	addr>,<mac>


OK

• <ip	addr>  ESP32 SoftAP  Station IP  

• <mac>  ESP32 SoftAP  Station MAC 

 IP  ESP32 SoftAP  Station DHCP 

 

AT+CWDHCP?

 

AT+CWDHCP=<operate>,<mode> 

 DHCP

DHCP	是否使能 OK

• Bit0  

‣ 0 Station DHCP  
‣ 1 Station DHCP  

• Bit1  

‣ 0 SoftAP DHCP  
‣ 1 SoftAP DHCP 

• <operate>  

‣ 0  
‣ 1  

• <mode>  

‣ Bit0 Station DHCP 
‣ Bit1 SoftAP DHCP

•  NVS  

•  IP AT+CIPSTA  AT+CIPAP  

‣  DHCP  IP  
‣  IP  DHCP  
‣

AT+CWDHCP=1,1


 Station DHCP  DHCP mode  2  DHCP mode  3 


AT+CWDHCP=0,2


 SoftAP DHCP  DHCP mode  3  DHCP mode  1
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!
4. Wi-Fi  AT 

4.2.9. AT+CWDHCPS—  ESP32 SoftAP DHCP  IP  Flash 

4.2.10. AT+CWAUTOCONN—  AP 

 

AT+CWDHCPS?

 

AT+CWDHCPS=<enable>,<lease	time>,<start	IP>,<end	IP> 

 ESP32 SoftAP DHCP  IP 

+CWDHCPS=<lease	time>,<start	IP>,<end	IP> OK

• <enable>  

‣ 0  IP  
‣ 1  IP  

• <lease	time>  [1, 2880] 

• <start	IP> DHCP  IP  IP 

• <end	IP> DHCP  IP  IP

•  NVS  

•  ESP32 SoftAP  DHCP  IP  ESP32 SoftAP 

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"





AT+CWDHCPS=0	//清除 置，恢 默

AT+CWAUTOCONN=<enable>

OK

<enable>  

‣ 0  AP 
‣ 1   AP 

ESP32 Station  AP

 NVS 

AT+CWAUTOCONN=1
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!
4. Wi-Fi  AT 

4.2.11. AT+CIPSTAMAC—  ESP32 Station  MAC  

4.2.12. AT+CIPAPMAC—  ESP32 SoftAP  MAC  

 

AT+CIPSTAMAC?

 

AT+CIPSTAMAC=<mac>


 ESP32 Station  MAC 

+CIPSTAMAC:<mac>


OK
OK

<mac> ESP32 Station  MAC 

•  NVS  

• ESP32 SoftAP  Station  MAC  MAC  

• ESP32 MAC  bit 0  1 MAC  "1a:…"  "15:…"  

• FF:FF:FF:FF:FF:FF  00:00:00:00:00:00  MAC

AT+CIPSTAMAC="18:fe:35:98:d3:7b"

 

AT+CIPAPMAC? 

 ESP32 SoftAP  MAC 

 

AT+CIPAPMAC=<mac> 

 ESP32 SoftAP  MAC 

+CIPAPMAC:<mac>


OK
OK

<mac> ESP32 SoftAP  MAC 

•  NVS  

• ESP32 SoftAP  Station  MAC  MAC  

• ESP32 MAC  bit 0  1 MAC  "18:…"  "15:…"  

• FF:FF:FF:FF:FF:FF  00:00:00:00:00:00  MAC

AT+CIPAPMAC="1a:fe:36:97:d5:7b"
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!
4. Wi-Fi  AT 

4.2.13. AT+CIPSTA—  ESP32 Station  IP  

4.2.14. AT+CIPAP—  ESP32 SoftAP  IP  

 

AT+CIPSTA?


 ESP32 Station  IP 

 

AT+CIPSTA=<ip>[,<gateway>,<netmask>] 

 ESP32 Station  IP 

+CIPSTA:<ip>


OK
OK

⚠   

ESP32 Station IP  AP 

• <ip> ESP32 Station  IP  

• [<gateway>]  

• [<netmask>]

•  NVS  

•  DHCP AT+CWDHCP  

‣  IP  DHCP  
‣  DHCP  IP  
‣

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

 

AT+CIPAP? 

 ESP32 SoftAP  IP 

 

AT+CIPAP=<ip>[,<gateway>,<netmask>] 

 ESP32 SoftAP  IP 

+CIPAP:<ip>,<gateway>,<netmask>


OK
OK

• <ip> ESP32 SoftAP  IP  

• [<gateway>]  

• [<netmask>]

•  NVS  

•  C  IP  

•  DHCP AT+CWDHCP  

‣  IP  DHCP  
‣  DHCP  IP  
‣

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"
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!
4. Wi-Fi  AT 

4.2.15. AT+CWSTARTSMART—  SmartConfig 

4.2.16. AT+CWSTOPSMART—  SmartConfig 

 

AT+CWSTARTSMART


 SmartConfig SmartConfig  
ESP-TOUCH+AirKiss

 

AT+CWSTARTSMART=<type>


 SmartConfig

OK

<type>  

‣ 1 ESP-TOUCH 
‣ 2 AirKiss 
‣ 3 ESP-TOUCH+AirKiss

•  ESP-TOUCH   SmartConfig  

•  ESP32  Station  

•  Smart	get	wifi	info  SmartConfig  AP  ESP32  AP
 

•  Smartconfig	connected	wifi  AP  AT+CWSTOPSMART  
SmartConfig  SmartConfig 

AT+CWMODE=1


AT+CWSTARTSMART

AT+CWSTOPSMART

OK

-

 SmartConfig  AT+CWSTOPSMART 

AT+CWSTOPSMART

Espressif ! /5220 2017.02
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!
4. Wi-Fi  AT 

4.2.17. AT+WPS—  WPS  

AT+WPS=<enable>

OK  

  

ERROR

<enable>  

‣ 1  PBC  WPS 
‣ 0  PBC  WPS

• WPS  ESP32 Station  

• WPS  WEP 

AT+CWMODE=1


AT+WPS=1
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!
5. TCP/IP  AT 

5. TCP/IP  AT  
5.1. TCP/IP  

AT+CIPSTATUS

AT+CIPDOMAIN

AT+CIPSTART  TCP UDP  SSL 

AT+CIPSEND

AT+CIPSENDEX  \0

AT+CIPCLOSE  TCP/UDP/SSL 

AT+CIFSR  IP 

AT+CIPMUX

AT+CIPSERVER  TCP 

AT+CIPMODE

AT+SAVETRANSLINK  Flash

AT+CIPSTO  ESP32  TCP 

AT+CIUPDATE  Wi-Fi 

AT+CIPDINFO +IPD  IP 

AT+CIPSNTPCFG  SNTP 

AT+CIPSNTPTIME  SNTP 
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!
5. TCP/IP  AT 

5.2. TCP/IP  
5.2.1. AT+CIPSTATUS—  

5.2.2. AT+CIPDOMAIN—  

AT+CIPSTATUS

STATUS:<stat>


+CIPSTATUS:<link	ID>,<type>,<remote	IP>,<remote	port>,<local	port>,<tetype>

• <stat> ESP32 Station  

‣ 2 ESP32 Station  AP  IP  
‣ 3 ESP32 Station  TCP  UDP  
‣ 4 ESP32 Station  
‣ 5 ESP32 Station  AP 

• <link	ID>  ID (0 ~ 4)  

• <type> "TCP"  "UDP" 

• <remote	IP>  IP  

• <remote	port>  

• <local	port> ESP32  

• <tetype>  

‣ 0 ESP32  
‣ 1 ESP32 

AT+CIPDOMAIN=<domain	name>

+CIPDOMAIN:<IP	address>

<domain	name>

AT+CWMODE=1																							//	set	Station	mode


AT+CWJAP="SSID","password"								//	access	to	the	internet


AT+CIPDOMAIN="iot.espressif.cn"			//	DNS	function
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5. TCP/IP  AT 

5.2.3. AT+CIPSTART—  TCP UDP  SSL  

 TCP 

TCP  (AT+CIPMUX=0)  

AT+CIPSTART=<type>,<remote	IP>,<remote	
port>[,<TCP	keep	alive>]

TCP  (AT+CIPMUX=1)  

AT+CIPSTART=<link	ID>,<type>,<remote	
IP>,<remote	port>[,<TCP	keep	alive>]

OK 

 

ERROR

• <link	ID>  ID (0 ~ 4)  

• <type> "TCP"，"UDP" "SSL" 

• <remote	IP>  IP  

• <remote	port>  

• [<TCP	keep	alive>] TCP keep-alive  

‣ 0  TCP keep-alive  
‣ 1	~	7200  1s

AT+CIPSTART="TCP","iot.espressif.cn",8000


AT+CIPSTART="TCP","192.168.101.110",1000


 7  AT 

 UDP 

 (AT+CIPMUX=0)  

AT+CIPSTART=<type>,<remote	IP>,<remote	port>[,
(<UDP	local	port>),(<UDP	mode>)]

 (AT+CIPMUX=1)  

AT+CIPSTART=<link	ID>,<type>,<remote	
IP>,<remote	port>[,(<UDP	local	port>),
(<UDP	mode>)]

OK 

 

ERROR 

 

ALREADY	CONNECT
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5. TCP/IP  AT 

• <link	ID>  ID (0 ~ 4)  

• <type> "TCP"，"UDP" "SSL" 

• <remote	IP>  IP  

• <remote	port>  

• [<TCP	keep	alive>] TCP keep-alive  

‣ 0  TCP keep-alive  
‣ 1	~	7200  1s 

⚠   

 <UDP	mode>  <UDP	local	port>

AT+CIPSTART="UDP","192.168.101.110",1000,1002,2


 7  AT 

 SSL 

AT+CIPSTART=[<link	ID>,]<type>,<remote	IP>,<remote	port>[,<TCP	keep	alive>]

OK 

 

ERROR 

 

ALREADY	CONNECT

• <link	ID>  ID (0 ~ 4)  

• <type> "TCP"，"UDP" "SSL" 

• <remote	IP>  IP  

• <remote	port>  

• [<TCP	keep	alive>] TCP keep-alive  

‣ 0  TCP keep-alive  
‣ 1	~	7200  1s

• ESP32  1  SSL  

• SSL  

• SSL 

AT+CIPSTART="SSL","iot.espressif.cn",8443
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5. TCP/IP  AT 

5.2.4. AT+CIPSEND—  

 

1. (+CIPMUX=0) 

AT+CIPSEND=<length> 

2. (+CIPMUX=1) 

AT+CIPSEND=<link	ID>,<length> 

3.  UDP  IP  

AT+CIPSEND=[<link	ID>,]<length>[,<remote	
IP>,<remote	port>] 

 

AT+CIPSEND 

 

 >
 length 

 AT  

 

ERROR 

 

SEND	OK

 >  

 2048 
 20 ms  

 +++  AT 
 +++  1 

 AT  

 

 UDP  AT+CIPSTART  <UDP	
mode>  0

• <link	ID>  ID  (0 ~ 4)
 

• <length>

 2048 

• [<remote	IP>] UDP  IP 

• [<remote	port>] UDP 

-

 7  AT 
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5. TCP/IP  AT 

5.2.5. AT+CIPSENDEX—  

5.2.6. AT+CIPCLOSE—  TCP/UDP/SSL  

 

1. (+CIPMUX=0) 

AT+CIPSENDEX=<length> 

2. (+CIPMUX=1) 

AT+CIPSENDEX=<link	ID>,<length> 

3.  UDP  IP  

AT+CIPSENDEX=[<link	ID>,]<length>[,<remote	IP>,<remote	port>] 

 

 >  length  \0	
 

 

ERROR 

 

SEND	OK

• <link	ID>  ID  (0 ~ 4)  

• <length>  2048 

•  length  \0  AT  

•  \0  \\0

 

AT+CIPCLOSE=<link	ID>


 TCP/UDP 

 

AT+CIPCLOSE

OK

<link	ID>  ID  ID  5 -
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5. TCP/IP  AT 

5.2.7. AT+CIFSR—  IP  

5.2.8. AT+CIPMUX—  

AT+CIFSR

+CIFSR:<SoftAP	IP	address>


+CIFSR:<Station	IP	address>


OK

<IP	address>  

ESP32 SoftAP  IP  

ESP32 Station  IP 

ESP32 Station IP  AP 

 

AT+CIPMUX?

 

AT+CIPMUX=<mode> 

+CIPMUX:<mode>


OK
OK

<mode>  

‣ 0  
‣ 1

•  

•  (AT+CIPMODE=0)  

•  

•  TCP  (AT+CIPSERVER=0)

AT+CIPMUX=1
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5. TCP/IP  AT 

5.2.9. AT+CIPSERVER—  TCP  

5.2.10. AT+CIPMODE—  

AT+CIPSERVER=<mode>[,<port>]

OK

• <mode>  

‣ 0  
‣ 1  

• <port>  333

•  (AT+CIPMUX=1)  TCP  

•  TCP  TCP  

•  TCP  ID

 

AT+CIPMODE?


 

AT+CIPMODE=<mode> 

+CIPMODE:<mode>


OK
OK

<mode>  

‣ 0  
‣ 1  TCP  UDP 

•  Flash  

• ESP32  +++ 

AT+CIPMODE=1
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5. TCP/IP  AT 

5.2.11. AT+SAVETRANSLINK—  Flash 

TCP  Flash

AT+SAVETRANSLINK=<mode>,<remote	IP	or	domain	name>,<remote	port>[,<type>,<TCP	keep	alive>]

OK 

 

ERROR

• <mode>  

‣ 0  
‣ 1  

• <remote	IP>  IP  

• <remote	port>  

• [<type>] TCP  UDP  TCP 

• [<TCP	keep	alive>] TCP keep-alive  

‣ 0  TCP keep-alive  
‣ 1	~	7200

•  TCP  NVS  TCP  

•  IP  Flash

AT+SAVETRANSLINK=1,"192.168.6.110",1002,"TCP"

UDP  Flash

AT+SAVETRANSLINK=<mode>,<remote	IP>,<remote	port>,<type>[,<UDP	local	port>]

OK 

 

ERROR

• <mode>  

‣ 0  
‣ 1  

• <remote	IP>  IP 

• <remote	port>  

• <type> UDP  TCP 

• [<UDP	local	port>]  UDP 
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5. TCP/IP  AT 

5.2.12. AT+CIPSTO—  TCP  

5.2.13. AT+CIPSNTPCFG—  SNTP  

•  UDP  NVS  UDP  

•  IP  Flash

AT+SAVETRANSLINK=1,"192.168.6.110",1002,"UDP",1005

 

AT+CIPSTO?


 TCP 

 

AT+CIPSTO=<time> 

 TCP 

+CIPSTO:<time>


OK
OK

<time> TCP  0 ~ 7200s

• ESP32  TCP  TCP  

•  AT+CIPSTO=0

AT+CIPMUX=1


AT+CIPSERVER=1,1001


AT+CIPSTO=10

 

AT+CIPSNTPCFG?

: 

AT+CIPSNTPCFG

 

AT+CIPSNTPCFG=<timezone>[,<SNTP	
server1>,<SNTP	server2>,<SNTP	server3>]

+CIPSNTPCFG:<enable>,<timezone>,<SNTP	
server1>[,<SNTP	server2>,<SNTP	server3>]


OK

OK OK

• <enable>  

‣ 1  SNTP  
‣ 0  

• <timezone> [-11,13] 

• <SNTP	server1>  SNTP  

• <SNTP	server2>  SNTP  

• <SNTP	server3>  SNTP 

 SNTP • <timezone> [-11,13] 

• <SNTP	server1>  SNTP  

• <SNTP	server2>  SNTP  

• <SNTP	server3>  SNTP  

 SNTP 
"cn.ntp.org.cn" "ntp.sjtu.edu.cn"

"us.pool.ntp.org"

AT+CIPSNTPCFG=8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"
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5. TCP/IP  AT 

5.2.14. AT+CIPSNTPTIME—  SNTP  

5.2.15. AT+CIUPDATE—  Wi-Fi  

5.2.16. AT+CIPDINFO—  IP  

AT+CIPSNTPTIME?

+CIPSNTPTIME:SNTP	 


OK

-

AT+CIPSNTPCFG=8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"


OK


AT+CIPSNTPTIME?


+CIPSNTPTIME:Mon	Dec	12	02:33:32	2016


OK

AT+CIUPDATE

+CIPUPDATE:<n>


OK

• <n>  

‣ 1  
‣ 2  
‣ 3  
‣ 4

•  

•  ERROR

•  AT BIN (/esp-idf/bin/at)  Espressif Cloud  AT  

•  AT  AT+CIUPDATE  Demo 
/esp-idf/example/at  

•  AT  AT+RESTORE 

AT+CIPDINFO=<mode>

OK

<mode>  

‣ 0  IP  
‣ 1  IP 
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5. TCP/IP  AT 

5.2.17. +IPD—  

AT+CIPDINFO=1

 

(+CIPMUX=0)+IPD,<len>[,<remote	IP>,<remote	
port>]:<data>

 

(+CIPMUX=1)+IPD,<link	ID>,<len>[,<remote	
IP>,<remote	port>]:<data>

ESP32  +IPD  

• [<remote	IP>]  IP  AT+CIPDINFO=1  

• [<remote	port>]  AT+CIPDINFO=1  

• <link	ID>  ID  

• <len>  

• <data>
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6.  NVS  AT 

6.  NVS  AT   
 

AT+UART AT+UART=115200,8,1,0,3

AT+UART_DEF AT+UART_DEF=115200,8,1,0,3

AT+CWDHCP AT+CWDHCP=1,1

AT+CIPSTAMAC AT+CIPSTAMAC="18:fe:35:98:d3:7b"

AT+CIPAPMAC AT+CIPAPMAC="1a:fe:36:97:d5:7b"

AT+CIPSTA AT+CIPSTA="192.168.6.100"

AT+CIPAP AT+CIPAP="192.168.5.1"

AT+CWDHCPS AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+SAVETRANSLINK AT+SAVETRANSLINK=1,"192.168.6.10",1001

AT+CWMODE AT+CWMODE=3

AT+CWJAP AT+CWJAP="abc","0123456789"

AT+CWSAP AT+CWSAP="ESP32","12345678",5,3

AT+CWAUTOCONN AT+CWAUTOCONN=1

⚠   

NVS  0xFA000 ~ 0x110000 88 KB
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7. AT 

7. AT  
 AT  

7.1.  TCP  
1.  Wi-Fi  

AT+CWMODE=3																														//	SoftAP+Station	mode


 

OK


2.  

AT+CWJAP="SSID","password"															//	SSID	and	password	of	router


 

OK


3.  IP  

AT+CIFSR


 

192.168.3.106																												//	device	got	an	IP	from	router


4. PC  ESP32  PC  TCP  

!  
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7. AT 

5. ESP32  TCP  

AT+CIPSTART="TCP","192.168.3.116",8080			//	protocol、server	IP	&	port


6.  

AT+CIPSEND=4																													//	set	date,	such	as	4	bytes


>DGFY																																				//	enter	the	data,	no	CR


 

SEND	OK


7.  

+IPD,n:xxxxxxxxxx																								//	received	n	bytes,	data=xxxxxxxxxxx


7.2. UDP  
UDP  AT+CIPSTART  

1.  Wi-Fi  

AT+CWMODE=3																														//	SoftAP+Station	mode


 

OK


2.  

AT+CWJAP="SSID","password"															//	SSID	and	password	of	router


 

OK


3.  IP  

AT+CIFSR


 

+CIFSR:STAIP,"192.168.101.104"											//	IP	address	of	ESP32	Station


4. PC  ESP32  PC  UDP  

⚠   

 (n)  busy  n  SEND	OK
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7. AT 

!  

 UDP  

7.2.1.  UDP  

UDP  AT+CIPSTART  0 
 

1.  

AT+CIPMUX=1


 

OK


2.  UDP  ID  4  

AT+CIPSTART=4,"UDP","192.168.101.110",8080,1112,0


 

4,CONNECT


OK


3.  

AT+CIPSEND=4,5														//	send	5	bytes	to	transmission	NO.4


📖   

• "192.168.101.110",8080  UDP  IP  PC  UDP  

• 1112  ESP32  UDP  

• 0  UDP UDP  UDP  ESP32 UDP 
 1112 ESP32 4  UDP  AT+CIPSEND=4,X  PC 
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7. AT 

>DGFYQ																						//	enter	the	data,	no	CR


 

SEND	OK


4.  

+IPD,4,n:xxxxxxxxxx										//	received	n	bytes,	data=xxxxxxxxxxx


5.  UDP  

AT+CIPCLOSE=4


 

4,CLOSED


OK


7.2.2.  UDP  

1.  UDP  2  

AT+CIPSTART="UDP","192.168.101.110",8080,1112,2


 

CONNECT


OK


2.  

AT+CIPSEND=5																	//	send	5	bytes


>DGFYQ																							//	enter	the	data,	no	CR


 

SEND	OK


⚠   

 (n)  busy  n  SEND	OK

📖   

• "192.168.101.110",8080  UDP  IP  PC  UDP  

• 1112  ESP32  UDP  

• 2  UDP UDP UDP  ESP32 
UDP  IP 

⚠   

 (n)  busy  n  SEND	OK
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7. AT 

3.  UDP  UDP  IP  

AT+CIPSEND=6,"192.168.101.111",1000												//	send	six	bytes


>abcdef																																										//	enter	the	data,	no	CR


 

SEND	OK


4.  

+IPD,n:xxxxxxxxxx																																//	received	n	bytes,	data=xxxxxxxxxxx


5.  UDP  

AT+CIPCLOSE


 

CLOSED


OK


7.3.  
AT Demo  ESP32  TCP  UDP  

7.3.1. TCP  

 ESP32  Station  TCP  

1.  Wi-Fi  

AT+CWMODE=3																														//	SoftAP+Station	mode


 

OK


2.  

AT+CWJAP="SSID","password"															//	SSID	and	password	of	router


 

OK


3.  IP  

AT+CIFSR


 

192.168.101.105																										//	device's	IP	that	got	from	router


4. PC  ESP32  PC  TCP  
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7. AT 

!  

5.  TCP  TCP  

AT+CIPSTART="TCP","192.168.101.110",8080					//	protocol,	server	IP	&	port


 

OK


6.  

AT+CIPMODE=1


 

OK


7.  

AT+CIPSEND


 

>																				//	From	now	on,	data	received	from	UART	will	be	transparent	transmitted	to	server


!  

8.  

 +++  1 
 AT  

 +++  +  
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!
7. AT 

!  

• +++ 

•  

• “ ”  

9.  

AT+CIPMODE=0


 

OK


10.  TCP  

AT+CIPCLOSE


 

CLOSED


OK


7.3.2. UDP  

 ESP32  SoftAP  UDP  

⚠   

+++  AT TCP  AT+CIPSEND 
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7. AT 

1.  Wi-Fi  

AT+CWMODE=3																														//	SoftAP+Station	mode


 

OK


2. PC  ESP32 SoftAP  

!  

3.  PC  UDP  

!  

4. ESP32  PC  UDP  

AT+CIPSTART="UDP","192.168.4.2",1001,2233,0


 

OK


5.  

AT+CIPMODE=1


 

OK
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!
7. AT 

6.  

AT+CIPSEND


 

>																				//	from	now	on,	data	received	from	UART	will	be	transparent	transmitted	to	server


7.  

 +++  1 
 AT  

 +++  +  

!  

• +++ 

•  

• “ ”  

9.  

AT+CIPMODE=0


 

⚠   

+++  AT TCP  AT+CIPSEND 
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7. AT 

OK


10.  UDP  

AT+CIPCLOSE


 

CLOSED


OK


7.4.  TCP  
 AT Demo ESP32  TCP  TCP 
 

 ESP32  SoftAP  TCP  ESP32  Station
 

1.  Wi-Fi  

AT+CWMODE=3																														//	SoftAP+Station	mode


 

OK


2.  

AT+CIPMUX=1


 

OK


3.  TCP  

AT+CIPSERVER=1																											//	default	port	=	333


 

OK


4. PC  ESP32 SoftAP  

!  
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7. AT 

5. PC  TCP  

!  

6.  

																											//	ID	number	of	connection	is	defaulted	to	be	0


AT+CIPSEND=0,4													//	send	4	bytes	to	connection	NO.0


>iopd																						//	enter	the	data,	no	CR


 

SEND	OK


7.  

+IPD,0,n:xxxxxxxxxx								//	received	n	bytes,	data	=	xxxxxxxxxx


8.  TCP  

AT+CIPCLOSE=0													//	delete	NO.0	connection


 

0,CLOSED


OK


⚠   

ESP32  TCP ESP32 TCP  TCP  
 PC  ESP32  2s 

⚠   

 (n)  busy  n  SEND	OK
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8. OTA 

8. OTA  
 iot.espressif.cn  iot.espressif.cn  OTA 

 

1.  iot.espressif.cn  

!  

2.  Join  

!  

3. “ ” “ ”  
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!
8. OTA 

!  

!  

4.  

!  

5.  OTA BIN  AT OTA token  
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!
8. OTA 

!  

!  

!  

6.  ROM  version  corename
 BIN  ota.bin  

Espressif ! /!48 52 2017.02



!
8. OTA 

!  

!  

7.  
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8. OTA 

!  

8.  AT+CIUPDATE  OTA  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9. 

9.  
 AT  

• AT  AT+GMR  

• ESP-WROOM-32  

•  

!  

•  log  log  

Guru	Meditation	Error	of	type	StoreProhibited	occurred	on	core			0.	Exception	was	unhandled.


Register	dump:


PC						:		40135735		PS						:		00060f30		A0						:		800f913b		A1						:		3ffd66c0		


A2						:		00000000		A3						:		3ffd6828		A4						:		00000b68		A5						:		b33f0000		


A6						:		b33fffff		A7						:		3ffb004c		A8						:		00000003		A9						:		3ffd66a0		


A10					:		3ffd6828		A11					:		00000b69		A12					:		00060020		A13					:		3ffc2d30		


A14					:		00000003		A15					:		00060023		SAR					:		00000000		EXCCAUSE:		0000001d		


EXCVADDR:		00000038		LBEG				:		00000000		LEND				:		00000000		LCOUNT		:		00000000		


Rebooting...
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