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ARSI ESP32 AT 18 S EINEEURER H %,
IBSEFTEN N EMATIES . WIi-Fi IHEE AT 185 . TCP/IP TEFE AT 1589%,

[ %8R ‘
ESP32 AT 18 BXUBEEE: https./github.com/espressif/esp32-at,

1.1. HEXATEL
BEX AT 8L EN, FRAEXFRUR - (TH%) FEEFH.
AT &7 ESP-IDF #71%, esp-at TR THAKEBEX AT 1I5<LHIRAl, RERARMHER AT 5L
XX {4 libat_core.a FIZTUIRME, GBI SEMIFAEMM AT BIN B4,
ZEMIAR at_cmd_struct BT EN —FKIESHIPUFNERY ) Jesp-at/main/at_task.c FIZHETLIMBEE X
AT 388G, RIZEXLI,
RPNEREEHIMN AT RES, il EEXE’] AT 1%, BERIFHNHFRK esp-at 1, FLEINE
T8 IDF_PATH, 31 (fRIEBSBERIERHITIRE)
export IDF_PATH=/home/genmisc/software_output/xcg/esp32_at/esp-idf

1.2. [Ex AT B

Espressif

2% esp-at/README.md #171%%, BIEFERREE AR LR, KRIERIEIZFENA Flash X

N,

REBEAGRIAENE:
http.//espressif.com/zh-hans/support/download/other-tools ?keys=&field type tid%5B%5D=13,

BIN b3 chila i8R
bootloader.bin 0x1000 Boot loader X
partitions_at.bin 0x8000 partitions X
phy_init_data.bin 0xFO00 phy_init X, RF Z#X
esp-at.bin 0x10000 OTA1 X
blank.bin 0xFA000 Non-volatile storage (NVS) X, FATFR7E Wi-Fi, AT ESHEE
blank.bin 0x1FD000 OTAEERX
1/52 2017.02
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2. 382

2SR

AT 5L P A 75 Jo PUAP2E B :
KE HLER EpU
MRFES AT+<x>=? Za BT ZHLBTENREESHSHURIETE.
EiIEL AT+<x>? Za L BT RESHNHEIE
REER AT+<x>=<""> ZaLATIREAFBEXNSHE.
MATIER AT+<x> Za L AT HATRIRR AR FIEH NS ECT A ZHIINEE.
L EE:

TREBFRATHSHAS LR 4 TEBNHL.

[ ESHRNREE, TMESHETERETR.

EAXNE| SR RFFREE "string”, HIE0: AT+CWSAP="ESP756290" ,"21030826",1,4
BATE R 115200, HOIRENE 2-1 Fix,

ATHELRDFRE, DABIFERITHERE \r\n, WME 2-2 A,

=) Connection Serial Options
. i-Logon Acti B
SZ?;T o Port: COMé& v Flow control
: . " TR/DSR
- Terminal Baud rate: 115200 - | CIDRD
&- Emulation [FIRTS/CTS
-~ Modes Data bits: B XONpOR
- Emacs .
- Mapped Keys Lo _m
—l.. Annearance
2-1. BOEE
B Connection Emulation Modes
o e Initial modes Current modes
i i Serial
E]»-Terminal [ cursor key mode [ cursor key mode
B E{mlﬁ?gﬂ Line wrap Line wrap
i New line mode e
~~Mapped Keys @ Numeric keypad @ Numeric keypad
- Advanced i i
- Appearance () Application keypad () Application keypad

Espressif

2-2. FTHRT
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@ 3. ERt AT $82
Hit AT I8S

&0

3.1. EATHELS—RER

AT AR AT 250
AT+RST BEER
AT+GMR BEERKER
AT+GSLP #\ Deep-sleep 1
ATE FFXEIEINEE
AT+RESTORE MEHRE
AT+UART UART B &
AT+UART_CUR UART HailiaitEc &
AT+UART_DEF UART BAIAECE, {R17ZI Flash
AT+SLEEP I8 & sleep B3
AT+SYSRAM B HATRIR RAM K/

3.2. Et AT #5<HA

3.2.1. ATk AT B5h

3.2.2. AT+RST—EZiER

AT+RST

0K

Espressif 4/52 2017.02



@ 3. Bt AT 38D

3.2.3. AT+GMR_§.1EH&2F1§I§\

AT+GMR

<AT version info>
<SDK version info>

<compile time>

0K

e <AT version info>: AT fRANMEE
* <SDK version info>: SDK ARZAEE

e <compile time>: #RIFARNHTE]

3.2.4. AT+GSLP—3# A\ Deep-sleep &z

AT+GSLP=<time>

<time>

0K

<time>: IRE ESP32 HUBEMRATIC, B£1: 27, ESP32 REMBRIRENK/EBEREE.

3.2.5. ATE—FF*[RINAE

ATE

0K

e ATEQ: XxHF[EIE
e ATEL: HEEE

3.2.6. AT+RESTORE—IREH i858

AT+RESTORE

OK
MEHRE, RBEMRMBREE Fash WZE, MEANRINSH,
MEH IRERSPNERER.

Espressif 5/52 2017.02
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3.2.7. AT+UART—UART it &

Espressif

3. R AT 55

AT+UART=<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

0K

<baudrate>: UART jE4FER
<databits>: FIENL

5 bit R
6 bit BN
7 bit BRI
8 bit HUENL

<stopbits>: {21E{1

» 1: 1 bit {21
» 2: 1.5bit {2117
» 3: 2 bt {B1EL

v v v v
o N O U

<paritys: RIQAI

» 0: None
» 1: Odd
» 2 Even

<flow control>: Ri%

» 00 MMERETRIZE

» 11 f#£BERTS

» 2: fFEECTS

» 3: [ERI{ERE RTS #1 CTS

3.

C RIRERREENVS X, B EBEDER.
ERREREE G SRS

» 1015 79 UARTO CTS
» 1014 9 UARTO RTS

SRAFERYHEE: 80 ~ 5000000

AT+UART=115200,8,1,0,3

6/52

2017.02



D)

3.2.8. AT+UART_CUR—i% & UART %pilEEigE, AR7EZE Flash

Espressif

3. R AT 55

AT+UART_CUR=<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

0K

<baudrate>: UART iE4FR

<databits>: FIENL

5 bit R
6 bit BN
7 bit BRI
8 bit HUENL

<stopbits>: {21E{1

» 1: 1bit B0
» 2 1.5bit B
» 31 2bit B1E{I

v v v v
o N O U

<paritys: RIQAI

» 0: None
» 1: Odd
» 2 Even

<flow control>: Ri%

» 0 NMERERIZ
» 1: {#8E RTS
» 2. {FRECTS
>

3: [ERY{ERE RTS #1 CTS

3.

. IRERIFE Flash,
ERREREE G SRS

» 1015 79 UARTO CTS
» 1014 9 UARTO RTS

IS ETIFBE: 80 ~ 5000000,

AT+UART=115200,8,1,0,3
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2017.02



D)

3. R AT 55

3.2.9. AT+UART_DEF—i&& UART B2&, {®{FZl Flash

Espressif

AT+UART_DEF=<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

0K

e <baudrate>: UART JE4FZ=
e <databits>: FIENL

» 5: 5 bit #UBAL
» 6: 6 bit ZE(
» 70 7 bit BURAL
» 8: 8bit #EAI

* <stopbits>: {21E1I
» 1: 1 bit 210
» 2: 1.5bit B
» 3 2bit {21

o <parity>: I

» 0: None
» 1: Odd
» 2 Even

o <flow control>: Jii%

» 00 MMERETRIZE

» 11 f#£BERTS

» 2: fFEECTS

» 3: [ERI{ERE RTS #1 CTS

1. FREBREENVS X, B EBENEN.

2. ERREFRRE AR
» 1015 J3 UARTO CTS
» 1014 73 UARTO RTS

3. EAFRZIFEE: 80 ~ 5000000,

AT+UART=115200,8,1,0,3
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@ 3. &bl AT 38<

3.2.10. AT+SLEEP—i%E sleep &3

REES:

AT+SLEEP=<sleep mode>

0K
E)%
ERROR

<sleep mode>:

» 0 FRAREEELR
» 1: Modem-sleep &zt

AT+SLEEP=0

3.2.11. AT+SYSRAM—E i HFiFIR RAM KX/)\

AT+SYSRAM?

+SYSRAM: <remaining RAM size>

0K

<remaining RAM size>: HEIFIFR RAM K/, BBAI:

+t
ot

AT+SYSRAM?
+SYSRAM: 148408
0K

Espressif 9/52 2017.02
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4. Wi-Fi THEE AT 8%

Wi-Fi IJgE AT 8<%

4.1. Eh Wi-Fi IDEE AT 52— R

AT+CWMODE
AT+CWIAP
AT+CWLAPOPT
AT+CWLAP
AT+CWQAP
AT+CWSAP
AT+CWLIF
AT+CWDHCP
AT+CWDHCPS
AT+CWAUTOCONN
AT+CIPSTAMAC
AT+CIPAPMAC
AT+CIPSTA
AT+CIPAP
AT+CWSTARTSMART
AT+CWSTOPSMART

AT+WPS

Espressif

A
"B Wi-Fi #E( (STA/AP/STA+AP)
EE AP
R E AT+CWLAP 5L 1THERNEM
MR AP (E8
5 AP WiFFEE
% E ESP32 SoftAP Fg &
SREVEREZI ESP32 SoftAP Y Station fI{5 82
% & DHCP
%8 ESP32 SoftAP DHCP 2By IP S8, &*77Z Flash
"B FRINESBhERE AP
1% & ESP32 Station A9 MAC it
% & ESP32 SoftAP 9 MAC i
1% & ESP32 Station A9 IP ithilk
RE ESP32 SoftAP # IP it
FFiA SmartConfig
{%1E SmartConfig

%E WPS IjgE

10/62
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@ 4. Wi-Fi IEE AT 38

4.2. ET Wi-Fi ITHEE AT 1ESHAR

4.2.1. AT+CWMODE—ig& Wi-Fi 23\ (Station/SoftAP/Station+SoftAP)

- B BEES:
WidrEe:

AT+CWMODE=?

AT+CWMODE? AT+CWMODE=<mode>

Theg: &8 ESP32 Zipl Wi-Fi &0, | IfgE: RE ESP32 gl Wi-Fi &,

+CWMODE : <mode> HX{E%!IZ | +CWMODE : <mode> o
K
0K 0K

<mode>:

» 1: Station {2z
» 21 SOftAP 1B
» 3: SoftAP+Station &=,

RIRERRTFAE NVS X,

AT+CWMODE=3

Espressif 11/52 2017.02



@ 4. Wi-Fi ID8E AT 38<

4.2.2. AT+CWJAP—&EE AP

BiES: BEES:
AT+CWJIAP? AT+CWJAP=<ssid>,<pwd>[,<bssid>]

IfgE: 518 ESP32 Station BiEIEHI AP 58, | IIEE: 18 & ESP32 Station T|EE AP,

0K
+CWJAP:<ssid>,<bssid>,<channel>,<rssi> o
0K +CWJAP: <error code>
ERROR

o <ssid>: B4R AP #J SSID
* <pwd>: BIBER1 64 F1 ASCI

o [<bssid>]: B4F AP 89 MAC Htitlt, —iBFEZ
D SSID HHEH AP BYIER

e <error code>: ((XHZE, HATE)

10 EEEe

2: BBz

30 HAE|BiR AP

4 EEKW

SHIBBEEF S Station B3, & SSID 5F

password AEEIIHRGS, B, E “ 3E \ B,

BEERHTHENY, EEFTRNTH.

<ssid>: FRFBESH, Bin AP K SSID

v v v v

RIRERRFAE NVS X

AT+CWJAP="abc","0123456789"

a0, B4R AP B9 SSID 9 "ab\,c", password ) "0123456789"\", NIFESANT:
AT+CWIAP="ab\\\, c", "0123456789\"\\"
WMRBEZD AP B SSID 159 "abc”, FIiBIT BSSID F&E BT AP:

AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"

Espressif 12/52 2017.02



@ 4. Wi-Fi ID8E AT 38<

4.2.3. AT+CWLAPOPT—i%E CWLAP 15<IE M

AT+CWLAPOPT=<sort_enable>,<mask>

0K
%
ERROR

ik

* <sort_enable>: IS AT+CWLAP FUIREER B DIRR(ES52E RSSI EHF:

» 00 RHEFE
» 1: NIRIE RSSI HER

o <mask>: XN bit HR 1, MIES AT+WLAP IIBER EREXE, XM bit &R 0, MAE
e BT :

bit 0: I®E AT+CWLAP LR R T R <ecn>
bit 1: RE AT+CWLAP FIIEERE R R R <ssid>
bit 2: IRE AT+CWLAP HRHER 2T ER <rssi>
bit 3: ®E AT+CWLAP AR ER E/R <mac>
bit 4: 18H AT+CWLAP I ER 2R R <ch>

v v v v W

AT+CWLAPOPT=1,31
FE—PBHN 1, RNEEMRER AT+OILAP 8L, REERBIRRIESEE RSS! EHF

BETNSECN 31, Bl oxiF, RR <mask> BIHEX bit £EE N 1, SEUNRIERE AT+CWLAP 85,
HIBERBERBES .

Espressif 13/52 2017.02



@ 4. Wi-Fi ID8E AT 38<

4.2.4. AT+CWLAP—3#EXa17] AR AP

REES: HATHES:
AT+CWLAP=<ssid>[,<mac>,<ch>] AT+CWLAP
IneE: FILRFEUFESMRY AP, Inee: UL HEIRI AN AP,
+CWLAP: <ecn>,<ssid>,<rssi>,<mac>,<ch>
0K +CWLAP:<ecn>,<ssid>,<rssi>,<mac>,<ch>
gf 0K
ERROR
o <ecn>: MIEAR

» 0: OPEN

» 1: WEP

» 20 WPA_PSK

» 31 WPA2_PSK

» 41 WPA_WPA2_PSK

» 5: WPA2_Enterprise (B #T AT TNZFEHERHXFMINE AP)

o <ssid>: FRFERSE, AP BY SSID
e <rssi>: (E5EE

o <mac>: FRIBSEL, AP A MAC Hbht

AT+CWLAP="WiFi", "ca:d7:19:d8:a6:44",6
oEEHIEE SSID Ay AP:

AT+CWLAP="WiFi"

4.25. AT+CWQAP—HIFF 5 AP pY&EE

AT+CWQAP

OK

Espressif 14/52 2017.02
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4.2.6. AT+CWSAP—f2 & ESP32 SoftAP %}

Espressif

4. Wi-Fi THEE AT 8%

BWER:
AT+CWSAP?

INEE: &1 ESP32 SoftAP ML E S,

RS

AT+CWSAP=<ssid>,<pwd>,<chl>,<ecn>[,<max
conn>][,<ssid hidden>]

INRE: BH=RIRT AT AP,

0K
+CWSAP: <ssid>, <pwd>, <chl>, <ecn>,<max 5
conn>,<ssid hidden> -
ERROR
o <ssid>: FRBSH, BARBR
o <pwd>: FRHRSH, BRKELE: 8- 64 FH
ASCII
° <«chl>: BES
* <ecn>: AT, FZFHF WEP
» 0: OPEN B,
» 20 WPA_PSK
» 31 WPA2_PSK Qo EER:
» 41 WPA_WPA2_PSK

e [<max conn>] (WEHEZSH) : RIFEN ESP32
SoftAP fJF % Station #18, BUESEE [1, 10,

o [<ssid hidden>] (EEZE) : AR O, FE
[ & ESP32 SoftAP SSID.,

» 0 [ & SSID
» 1 & SSID

8L RETE SoftAP X FARBEEN.

RRERFE NVS X1,

AT+CWSAP="ESP32","1234567890",5,3

16/62
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@ 4. Wi-Fi ID8E AT 38<

4.2.7. AT+CWLIF—Ei%$#&%| ESP32 SoftAP #Y Station {8

AT+CWLIF

<ip addr>,<mac>

0K

o <ip addr>: E#ZZ| ESP32 SoftAP Y Station IP it
* <mac>: E#EZ ESP32 SoftAP B9 Station MAC itk

TIESTEEWEHS IP, (XXI57E ESP32 SoftAP FlEAH Station DHCP t{£EERIEIR T B M.

4.2.8. AT+CWDHCP—i%& DHCP

wREES:
BIES
AT+CWDHCP=<operate>, <mode>
AT+CWDHCP?
IfgE: 1% & DHCP,
DHCP 2 EfERE 0K
e Bit0: ® <operate>:
» 0: Station DHCP 4] » 01 K[
» 1: Station DHCP FF /8 =
e Bitl: ® <mode>:
» 0: SoftAP DHCP x[4] » Bit@: Station DHCP
» 1: SoftAP DHCP FF/8 » Bitl: SoftAP DHCP

o KRIFEMRFEINVS Xig,
o RIFBIESHIRBET IP 19IES (AT+CIPSTA ZRFUF AT+CIPAP 23l) HEEINM:

» IRE(FRE DHCP, MBS IP TR
» EBESIP, M DHCP #H;
» UEENIRENE.

AT+CWDHCP=1,1

{$8E Station DHCP, #1&[E DHCP mode 3 2, M DHCP mode 3 3.
AT+CWDHCP=0, 2
a5 SoftAP DHCP, #l152/8 DHCP mode 9 3, MJEL DHCP mode 3 1.

Espressif 16/52 2017.02
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4. Wi-Fi THEE AT 8%

4.2.9. AT+CWDHCPS—i%& ESP32 SoftAP DHCP £ gk IP SEE, {R7%Zl Flash

WS

AT+CWDHCPS?

REES:
AT+CWDHCPS=<enable>,<lease time>,<start IP>,<end IP>

INEE: i%E ESP32 SoftAP DHCP BRE 829 IP SBE.

+CWDHCPS=<lease time>,<start IP>,<end IP> | OK

<enable>:

» 0 BRRIRE IPSEE, MEIMIME, RESHULHERES
» 1 EREIRE IPSEE, RESHUMIUES

<lease time>: FHZRT(E), BfAI: ¥, BUESEHE [1, 2880]
<start IP>: DHCP BRZ2R IP {BEASA IP
<end IP>: DHCP FRE2R IP SthAY4Esk IP

RIRERFEI NVS X,

ARIESUNAITE ESP32 SoftAP [B3tERE, BT DHCP MR FIEM, BB IP SEEUIS ESPA2 SoftAP
R —ME.

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"
BE

AT+CWDHCPS=0 //;BRRIZE, TREENIAME

4.2.10. AT+CWAUTOCONN— BB EZE Bn&EiE AP

Espressif

AT+CWAUTOCONN=<enable>

OK

<enable>:

» 0 LETBEER AP
» 11 EEBEERE AP

ESP32 Station RIA LB BENEE AP,

FIRERFEI NVS X,

AT+CWAUTOCONN=1
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4.2.11. AT+CIPSTAMAC —i% & ESP32 Station $[#J MAC ithlit

BEIES:

AT+CIPSTAMAC=<mac>

RS

AT+CIPSTAMAC?
IfgE: %8 ESP32 Station fJ MAC i,

+CIPSTAMAC: <mac>

0K
0K

<mac>: FFEBSEN, ESP32 Station A9 MAC ik

RIGERFEINVS Xig,

ESP32 SoftAP 1 Station 89 MAC it H A 48E), BZ7IGEIZRE NE— MAC ithiit,

ESP32 MAC it 55— T5HY bit 0 REEX 1, BIa], MAC #EUERTAX "a:..." BREER "15:..",
FF:FF:FF:FF:FF:FF %] 00:00:00:00:00:00 }3E% MAC, ToiEE(TIEE.

AT+CIPSTAMAC="18:fe:35:98:d3:7b"

4.2.12. AT+CIPAPMAC—igxE& ESP32 SoftAP i MAC ithiit

B

BEES:

AT+CIPAPMAC=<mac>

AT+CIPAPMAC?

IhgE: &1 ESP32 SoftAP HJ MAC ith
ik,

+CIPAPMAC: <mac>

IhgE: 18 & ESP32 SoftAP HY MAC b,

0K
0K

<mac>: FRFEBESEN, ESP32 SoftAP Y MAC it

RIGEFREFE NVS Xig,
ESP32 SoftAP F Station #9 MAC it HA18E], B7EEIRE RNE— MAC H#itlk,
ESP32 MAC it E5—F 189 bit 0 NBER 1, F70, MAC #blEeTIAA "18:..." BREER "15:...",

e FF:FF:FF:FF:FF:FF 1 00:00:00:00:00:00 }93Ei% MAC, ToiEHTIRE .

AT+CIPAPMAC="1a:fe:36:97:d5:7b"
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4. Wi-Fi THEE AT 8%

4.2.13. AT+CIPSTA—igE ESP32 Station Y IP ithiit

BiIES REIES
AT+CIPSTA? AT+CIPSTA=<ip>[,<gateway>,<netmask>]
INEE: &8 ESP32 Station AY IP Hdit, INEE: 1RE ESP32 Station Ay IP Hbilt,
+CIPSTA: <ip>

0K
0K

o <ip>: FEFER, ESP32 Station 89 IP bk
o EFE:

o [<gateway>]: W%

ESP32 Station IP & £ AP &, 7T aJA&E1#, . [<netmasks]: FRHEHS

o MIREBRFEI NVS Xig,
o KMIFEIEL 518 E DHCP f9IES (AT+CWDHCP 27%1) EAESING:

» IEBEES IP, M DHCP #H;
» IR E{FEE DHCP, MIEEE IP TG
» MREMRENE,

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

4.2.14. AT+CIPAP—igE ESP32 SoftAP Y IP ittt

Espressif

ENCIEEo REES:
AT+CIPAP? AT+CIPAP=<ip>[,<gateway>,<netmask>]
IDEE: 1 ESP32 SoftAP Y IP Hbilk, IhEE: 1%E ESP32 SoftAP Y IP ik,

+CIPAP:<ip>,<gateway>,<netmask>
0K
0K

o <ip>: FFEH, ESP32 SoftAP By IP Hhiik
e [<gateway>]: M*

o [<netmask>]: FIIEHY

RIGEFREFE NVS Xig,
BRIYSZ4F C 2 P ik,
KIREBIES 5185 DHCP RY38< (AT+CWDHCP ZR51) EAESSIN:

y 1BEES IP, N DHCP %4;
» RE(FRE DHCP, MBS IP T
» URENIZENE.

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"
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4.2.15. AT+CWSTARTSMART — /3 SmartConfig

MATIER:

AT+CWSTARTSMART

WEEL:
AT+CWSTARTSMART=<type>

INRE: FF/E SmartConfig, (SmartConfig Z£8.7y "
BE = g. | 9 R= IhEE: ARREIBEREM SmartConfig,

ESP-TOUCH+AIrKiss)

oK

<type>:

» 1: ESP-TOUCH

» 2: AirKiss

» 3: ESP-TOUCH+AIrKiss

o FAFRIASZE ESP-TOUCH A 18RS 37 2 SmartConfig BIIEAN4A .

o Y32 ¥5F7E ESP32 & Station &£ NEMA,

o SHE Smart get wifi info /R SmartConfig BIINFRENZI AP {58, Z/5 ESP32 & iEiE AP, $TE[
EEdiE,

e SEE Smartconfig connected wifi FRRALINEIEZE] AP, AR LAIEA AT+CWSTOPSMART = 1
SmartConfig BHITHEHAMIES, ¥R, & SmartConfig Xz ITEMIES .

AT+CWMODE=1
AT+CWSTARTSMART

4.2.16. AT+CWSTOPSMART —1{&1t SmartConfig

AT+CWSTOPSMART

OK

Fcit SmartConfig ARINSE, #IEVEMA AT+CWSTOPSMART FEAUIRIE 5 EMATE,

AT+CWSTOPSMART

Espressif 20/52 2017.02
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)

4.217. AT+WPS—i%E WPS IjgE

Espressif

4. Wi-Fi THEE AT 182

AT+WPS=<enable>

0K
%

ERROR

<enable>:

» 1 FF/B PBC A WPS
» 0 X[F PBC ZHEIA WPS

o WPS INEEMAE ESP32 Station {FEEAYIER TEA.
o WPS I\32¥5 WEP IS I,

AT+CWMODE=1
AT+WPS=1
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5. TCP/IP 8% AT 8%

TCP/IP tB>< AT 8<%

5.1. TCP/IP g€ —%&K

5L
AT+CIPSTATUS
AT+CIPDOMAIN
AT+CIPSTART
AT+CIPSEND
AT+CIPSENDEX
AT+CIPCLOSE
AT+CIFSR
AT+CIPMUX
AT+CIPSERVER
AT+CIPMODE
AT+SAVETRANSLINK
AT+CIPSTO
AT+CIUPDATE
AT+CIPDINFO

AT+CIPSNTPCFG

AT+CIPSNTPTIME

Espressif

i
BHMBERER
B2 ARATINEE
¥ TCP i&E#%, UDP fEHisi#E SSL &
RIFEE
RFEUE, KRENRERKE, HEBIFR \0, NAXEIE
3] TCP/UDP/SSL &%)
i 1P ik
REZERER
1% E TCP %=
REBEERER
RIFBEEEREE Flash
B ESP32 1ER TCP AR Z523AT ABAT AT (8]
BT Wi-Fi R
FRWMEHIER, +IPD 2T IRAXIR IP Fim0
BRI SNTP ARS58%

18 SNTP (g
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5. TCP/IP 18X AT $8<

5.2.1. AT+CIPSTATUS—&EiWMKREEZEE

AT+CIPSTATUS

STATUS : <stat>

+CIPSTATUS:<link ID>,<type>,<remote IP>,<remote port>,<local port>,<tetype>

4
4
4
4

e <stat>: ESP32 Station #EORPIAS

2:
3:
4:
5:

o <link ID>: M4EIEEZ ID (0 ~ 4), BT ZEZRIER
o <type>: FRFHSE, "TCP" HFE "UDP"

* <remote IP>: FHFE, Imif IP bt

* <remote port>: ZLiFmiH 1A

e <local port>: ESP32 Zithim 118

e <tetype>:

» 0: ESP32 fEREF iR
» 1: ESP32 fENARS 23S

ESP32 Station &% AP, 3R1S IP bt
ESP32 Station 23 TCP  UDP {£4)
ESP32 Station W /4% %%

ESP32 Station FxiE1E AP

5.2.2. AT+CIPDOMAIN—I3 & EHTInEE

AT+CIPDOMAIN=<domain name>

+CIPDOMAIN:<IP address>

<domain name>: {HERITRYIE R

AT+CWMODE=1 // set Station mode
AT+CWJAP="SSID", "password" // access to the internet
AT+CIPDOMAIN="1iot.espressif.cn" // DNS function

Espressif
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5.2.3. AT+CIPSTART —#23I TCP &%, UDP {545y SSL iFiE

B TCP &%
TCP Ea5E4HE (AT+CIPMUX=0) Y TCP Z3&E4E (AT+CIPMUX=1) A :
AT+CIPSTART=<type>,<remote IP>,<remote AT+CIPSTART=<link ID>,<type>,<remote
port>[,<TCP keep alive>] IP>,<remote port>[,<TCP keep alive>]
0K
i
ERROR

* <link ID>: WEE ID (0~ 4), BT Z&EENIE)

o <types: FRIBSEY, HEIFALEL, "TCP", "UDP"BE"SSL"
e <remote IP>: FRIBSE, nim IP bk

e <remote port>: LifmiHS

o [<TCP keep alive>]: TCP keep-alive UM [E], ERIARFULINEE

» 0: %F] TCP keep-alive THEE
» 1~ 7200 WUNETE], PALH 1s

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000

HHESETXE 7 & AT 8RR,

3237 UDP {55

eI (AT+CIPMUX=0) Y : ZIEEET, (AT+CIPMUX=1) A

AT+CIPSTART=<link ID>,<type>,<remote
IP>,<remote port>[,(<UDP local port>),
(<UDP mode>)]

AT+CIPSTART=<type>,<remote IP>,<remote port>[,
(<UDP 1local port>),(<UDP mode>)]

0K

54

ERROR

WRERCDEFE, WRE:
ALREADY CONNECT
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Espressif

5. TCP/IP 18X AT $8<

o <link ID>: MZER ID (0 ~ 4), BT ZEENER

o <type>: FRIEDH, HEIELEL, "TCP", "UDP"ZL"SSL"

e <remote IP>: FRFESEN, imim IP ik

* <remote port>: WLiFKiHS

* [<TCP keep alive>]: TCP keep-alive (lUlIAT[E], ERIAKHILEINAE

» 0: F*F] TCP keep-alive IHAE
» 1~ 7200 UNASE], BfIA 1s

o ER

{#F3 <UDP mode> WZNSGIES <UDP local ports,

AT+CIPSTART="UDP","192.168.101.110" ,1000,1002 2

HMESESE 7 E AT 18 ERTG.

#2317 SSL &%

AT+CIPSTART=[<link ID>,]<type>,<remote IP>,<remote port>[,<TCP keep alive>]

0K
B

ERROR

MREZREDAEFE, WRE:
ALREADY CONNECT

o <link ID>: RI45EHZ ID 0 ~ 4), MTZEZROER

o <type>: FRIESH, HEIEER, "TCP", "UDP"EL"SSL"

* <remote IP>: FRFIESEL, imls IP bt

e <remote port>: LIFIFHS

e [<TCP keep alive>]: TCP keep-alive {{UNIAT(E], BRIAFFFIULINRE

» 0: X[F] TCP keep-alive ThgE
» 1~ 7200 TUNAY[E], BN 1s

o ESP32 & Z{NZIFEIL 1 P SSL Ek.
o SSLIEBEALIFIEE,
o SSLEELHARZZTE, URTEARE, 2SBHARER.

AT+CIPSTART="SSL","iot.espressif.cn", 68443

25/52
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5.2.4. AT+CIPSEND— KRZEiE

Espressif

5. TCP/IP 18X AT $8<

REES:

1. BIEEA: (+CIPMUX=0)
AT+CIPSEND=<length>

2. ZEER: (+CIPMUX=1)
AT+CIPSEND=<link ID>,<length>

3. #N5R=Z UDP &%), AJDARE RIS IP MmO -

AT+CIPSEND=[<link ID>,J<length>[,<remote
IP>,<remote port>]

hee: AHBEREIN, RERKEHENRE.

hiTIES:
AT+CIPSEND
INRE: EEERIN, FaRIEHIE.

RIFEE RENEIE.

KR @S L ERIRTIRE >, AEFREKRSEOME, 3
HURKEH length RIRXEIE, LIFIEBIESRKRN, &
FI—RATHEZ.

ANRAREBILE R SEIR R MY,

ERROR
R RIERLTN, R
SEND OK

WAL IR TIRE >,

HNBEENREHIE, S8&A 2048 ¥,
FEBEEIEI 20 ms BIRX D,

LN BIH—F +++ B, Tl AT IES1E
Ne BIE +++ Eﬂjﬁfgﬁj BEDER1BER
T—% AT 1S,

FIELDFET EEERA AR BEE MEM,

#H UDP &%, 35S AT+CIPSTART S <UDP
mode> WAZIA 0,

o <link ID>: MZEZID S (0~4), BT ZEENE
i

o <length>: MFSH, RPFRKEZMIENKE, &AK
B9 2048

e [<remote IP>]: UDP {&£&in] LU BEXTiH IP
e [<remote port>]: UDP f&£4ia] A& & X ifis O

HHESEE 7 B AT IBLERR6.
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5.2.5. AT+CIPSENDEX— &iZEIE

BEIES:
1. BEER: (+CIPMUX=0)
AT+CIPSENDEX=<length>
2. ZIEREAS: (+CIPMUX=1)
AT+CIPSENDEX=<link ID>,<length>
3. Z0RZE UDP &%), AJLARE iR IP AR :
AT+CIPSENDEX=[<link ID>,]<length>[,<remote IP>,<remote port>]
ELIRE: EEEERERIAN, REAFHENKE.
RIFEERENEIE.
KENEHSERRTRE >, RETHARREBOBIE, LHIEKEF length HZBITH \0 B, REH
.
WRAREIOE R EEARBT, RO
ERROR
AREEREMIN, IRE:
SEND OK
o <link ID>: MEEEZIDS (0~4), BFZEENER
o <length>: MFSH, RPRKFMENKE, SFKRKER 2048
o SIRWEIERER length IEBEIFM \0 iy, REEIE, OIEBELRN, FHF T —FKATES,
o AFPUIBAIE\0, BEXHN\\0,

5.2.6. AT+CIPCLOSE— 3[4 TCP/UDP/SSL &

REES (BTZEENER) ¢
AT+CIPCLOSE=<link ID>

miTHES (AT 8EENER) ¢

X AT+CIPCLOSE
INRE: >[4 TCP/UDP {£4i,

0K

<link ID>: EEXMHNEZE DS, HID NN, XHMEEE. -
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5.2.7. AT+CIFSR—ZifjZith IP Hhiik

AT+CIFSR

+CIFSR:<SoftAP IP address>
+CIFSR:<Station IP address>
oK

<IP address>:
ESP32 SoftAP Y IP itk
ESP32 Station 4 IP hiit

ESP32 Station IP 5% _F AP /5, I AIIA&EA,

5.2.8. AT+CIPMUX—iZE&EZ &%

REES:
AT+CIPMUX=<mode>

heE: REERREE,

AT+CIPMUX?

+CIPMUX: <mode>

OK
OK

o FINHBERE;

o RBIEBE(EEL (AT+CIPMODE=0), 7 BEIRENZEE;

o WIERBEERUNBERT, REERER;

o MREILT TCP frSSEE, WP EER, WIKFIIRSSS (AT+CIPSERVER=0), MRSZIFNIITZERE,

AT+CIPMUX=1

Espressif 28/52 2017.02



D)

5.2.9. AT+CIPSERVER—}Z37 TCP fR% 22

5. TCP/IP 18X AT $8<

A

T+CIPSERVER=<mode>[,<port>]

0

K

<mode>:

» 0 KFIRRSER
» 10 BIRSSE

<port>: IHOS, EAIAN 333,

ZEEER T (AT+CIPMUX=1), ZTBEFF/Z TCP fR52:.
B TCP fREE28/5, BENEIL TCP RREZRENT.
HE TCP EFIHEN, 2BHB—1%E D,

5.2.10. AT+CIPMODE —ig B{&HiiEt

Espressif

BHIFEL: REER:
AT+CIPMODE? AT+CIPMODE=<mode>
IheE: EEEmE. IhEE: wEERBEL.
+CIPMODE : <mode>
0K

0K
<mode>:

» 0 TEEHER

» 1 OBEER, (N TCP 2EE UDP BB B ENIRIVIER

o FRENREFE Flash,

o BERIERIY, MREZMA, ESP32 AERHEE, HIFRMBN +++ BEERE, WELEE;

ERERRANAZEE, RTERTT.

AT+CIPMODE=1
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5.2.11. AT+SAVETRANSLINK—{R7FiE(ZZ! Flash

R1FEE (TCP Bi%#%) % Flash

AT+SAVETRANSLINK=<mode>,<remote IP or domain name>,<remote port>[,<type>,<TCP keep alive>]

0K
54
ERROR

® <mode>:

» 0 BUBFNIE®Z
» 1 RTFFANHFNEERR
* <remote IP>: izl IP HEFHH
e <remote port>: iZimifm
o [<type>] (WEEZ%R) : TCP & UDP, TREZKIAN TCP
o [<TCP keep alive>] (EEZEX) : TCP keep-alive iLlll, FRERIARFILLINGE
» 0: X[F] TCP keep-alive IJRE
» 1~ 7200: fUNATE), BN
o RIZEWEMEENREILN TCP EEIIREFL NVS X, TR EERBERNET TOP EEHHNERE,
o REmis IP, IsANERENTE, SREMSERTE Flash,

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"

R¥FEE (UDP %) % Flash

AT+SAVETRANSLINK=<mode>,<remote IP>,<remote port>,<type>[,<UDP local port>]

0K
54

ERROR

e <mode>:

» 0 BUBTTHER
» 1 REFNEANBERER

e <remote IP>: ixmif IP

e <remote port>: mifiH

o <type>: UDP, FREZXIAN TCP

* [<UDP local port>] (EEZS#) : FHL#HN UDP RHIET, (AT
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g

o RNRBERBEEENNEIR UDP ERIIREFE NVS X, TR EEBBNET UDP EHmHAHENERE.

e RT|jzim IP, IwONKEFREITE, NREMEFEFREFE Flash,

AT+SAVETRANSLINK=1,"192.168.6.110",1002,"UDP", 1005

5.2.12. AT+CIPSTO—i%E& TCP AR5 23:2ASAT (8]

R RIS
AT+CIPSTO? AT+CIPSTO=<time>
IhgE: &1 TCP RRSS23BAYAY(E], IfgE: 1RE TCP AR5 23 BRI AY(E],

+CIPSTO: <time>
0K
0K

<time>: TCP fRZ523@AIAY[E), BVESEE 0 ~ 7200s,

* ESP32 fEN TCP fRSS2%, SMiFF—ENEEEEBA TH TCP B iniE.
o YNRIZE AT+CIPSTO=0, NIKIZEASEB, NERVXEIRE.,

AT+CIPMUX=1

AT+CIPSERVER=1,1001
AT+CIPSTO=10

5.2.13. AT+CIPSNTPCFG—ixERJ1Ef] SNTP fR5533%

Al (= ANN
BIES wiEe: |

AT+CIPSNTPCFG=<timezone>[,<SNTP

AT+CIPSNTPCFG? AT+CIPSNTPCFG
" - serverl>,<SNTP server2>,<SNTP server3>]

+CIPSNTPCFG:<enable>, <timezone>,<SNTP

serverl>[,<SNTP server2>,<SNTP server3>] | ok 0K
0K
* <enable>: BFRSNTPBR | o <timezones: R, SeEl: [-11,13]
Ja. £BES
» 1: EEEB T SNTP BB RiES; ® <SNTP serverl>: ZE— SNTP 28
» 0 KRECE.

<SNTP server2>: 58" SNTP fR% 22
o <timezone>: M, SBE: [-11,13]

<SNTP server3>: =" SNTP JR%23
WER=" SNTP [REHRENEE, RARE

<SNTP serverl>: Z— SNTP fRs52s

e <SNTP server2>: 5" SNTP iR%528 $: "cn.ntp.org.cn". "ntp.sjtu.edu.cn"
e <SNTP server3>: 5= SNTP iR552:3 . "us.pool.ntp.org",

AT+CIPSNTPCFG=8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"
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5.2.14. AT+CIPSNTPTIME—&if] SNTP ]

AT+CIPSNTPTIME?

+CIPSNTPTIME : SNTP (8]
0K

AT+CIPSNTPCFG=8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"
0K

AT+CIPSNTPTIME?

+CIPSNTPTIME:Mon Dec 12 02:33:32 2016

0K

5.2.15. AT+CIUPDATE — & Wi-Fi &5 {4

AT+CIUPDATE

+CIPUPDATE: <n>
0K

o <nN>:

HEIRRSS 28

ERERIRS

SRISERF RS

FHEF R

o ARIRRHTFMEZMNFIR, BIRIEER.

o FRKMEIRT ERROR, 1B OER,

o EHEIEFRRZEIRMAY AT BIN (lesp-idf/bin/at), 735545 M Espressif Cloud & AT B4R,

o EBFBITHEIFEAT R, M5BT AT+CIUPDATE I8 MIFHRINGE, FBIEMEAMFFRAE Demo
ER5% (lesp-idflexamplel/at) .

o EWFR AT EfS, JHFE AT+RESTORE RE 88, EEFVIAKL.

v v v v
2 W N PR

5.2.16. AT+CIPDINFO—IZUMEEIER SR A% IP FlikO

AT+CIPDINFO=<mode>

0K

<mode>:

» 00 RERNE IP FiwO
y 10 BRxtis IP fis0
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- AT+CIPDINFO=1

5.2.17. +IPD—3EU ML EUE

PR ZEIERT
(+CIPMUX=0)+IPD,<len>[,<remote IP>,<remote (+CIPMUX=1)+IPD,<link ID>,<len>[,<remote
port>]:<data> IP>,<remote port>]:<data>

LEIESTEZBIRSEATHEN, ESP32 HINEIM LIRS O /& 1% +IPD FIEE.
o [<remote IP>]: WZLBEXIR IP, FIFE<S AT+CIPDINFO=1 {FEEE R

e [<remote port>]: RILBIEXTIHIHC, FHIES AT+CIPDINFO=1 {£AE

o <link ID>: UEIMLEZN ID S

o <len>: HFIEKE

o <data>: WEIAIENIE
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IE{RTFIE NVS

6. WERTFE NVS XIF AT 152715

g AT 152515k

1X|

Ei=los
AT+UART
AT+UART_DEF
AT+CWDHCP
AT+CIPSTAMAC
AT+CIPAPMAC
AT+CIPSTA
AT+CIPAP
AT+CWDHCPS
AT+SAVETRANSLINK
AT+CWMODE
AT+CWIAP
AT+CWSAP

AT+CWAUTOCONN

SLOEE

il
AT+UART=115200,8,1,0,3
AT+UART_DEF=115200,8,1,0,3
AT+CWDHCP=1,1
AT+CIPSTAMAC="18:fe:35:98:d3:7b"
AT+CIPAPMAC="1a:fe:36:97:d5:7b"
AT+CIPSTA="192.168.6.100"
AT+CIPAP="192.168.5.1"
AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"
AT+SAVETRANSLINK=1,"192.168.6.10",1001
AT+CWMODE=3
AT+CWJAP="abc","0123456789"
AT+CWSAP="ESP32","12345678",5,3

AT+CWAUTOCONN=1

NVS ZEX A 0xFA000 ~ 0x110000, 88 KB,

Espressif
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7. AT FEL{ERTRA

AT 18 <{EFR TG

7.1.

RENGLME R AT 38R,

B%#E TCP BEFin

1. 188 Wi-Fi &5

AT+CWMODE=3

// SoftAP+Station mode

Ma A :
OK

2. EIRIEH:

AT+CWJAP="SSID", "password"

// SSID and password of router

Ma A :
OK

3. EIEIRE IP #hilt:

AT+CIFSR

Ma A :

192.168.3.106

// device got an IP from router

Espressif

4. PC 5 ESP32 E#z[E—1TH, £ PC HEANSEIXBIF, tliE— TCP RS:E.

R E
(1) thigea
TCP Server v I
(2) 7Pt 4t
192.168. 3 .116

(3) AHKOS

ERKIRE

I~ iR
I SriEtetia
I~ - HEn
I~ EiEEkEn

BIFSHE HETE
CRERIRE

I~ BRASHEHER. ..
I™ BahkiEpinf
I RERBIEE
I w3 -

ME s g
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5. ESP32 fENE FPim&EixE TCP k%28

LML

AT+CIPSTART="TCP","192.168.3.116",8080 // protocol., server IP & port

6. RIFEIE:

AT+CIPSEND=4 // set date, such as 4 bytes
>DGFY // enter the data, no CR

M Nz -

SEND 0K

&L EE:

ERANFHHREBI THEIIRENKE (), WRMLN busy, HEEEIENEI n NFT, KEZTHEMN SEND 0K,

7. FEBEE:

+IPD, N XXXXXXXXXX // received n bytes, data=xXXXXXXXXXX

7.2. UDP 1&4

UDP EHIAX RSB 2N EEFin, HIES AT+CIPSTART I/ (BHIX R,
1. 188 Wi-Fi 8= :

AT+CWMODE=3 // SoftAP+Station mode

MRy -
oK

ESRRRH

AT+CWJIAP="SSID", "password" // SSID and password of router

e :
OK

3. EIEIRE IP #ft:

AT+CIFSR

Espressif

MR -
+CIFSR:STAIP,"192.168.101.104" // IP address of ESP32 Station

4. PC 5 ESP32 #E#E—1KH, £ PC H{EAMKEIREF, 612 UDP £,
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7. AT FEL{ERTRA

PERE | MEddERR

(1) Hhig2s

| uopP =]
(2) Z P ht
[192.168.101.110

(3) KOS
[s080

O Fii

BRKER
[~ BRSO .
[ SoTEiE ]
[~ +7#HRR
[~ EEEkER

TEN AR UDP BErInH4):

7.21. EEzmiR UDP B(E

UDP BERIZIREE, H AT+CIPSTART HESHRESH 0 RE, PE—EESHXTEEEE,

AREIREP IR ER NS HAE

1. {EEEZEE:

AT+CIPMUX=1

e :

0K

2. B UDP {£%, flal, HEciEE ID A 4,

AT+CIPSTART=4,"UDP","192.168.101.110",8080,1112,0

e :

4, CONNECT

0K

L1 8-

° "192.168.101.110",8080 Iy UDP {B4iAViLis /P MiLixin O, 2 PC EIM UDP ECE.,

* 1112 § ESP32 B9 UDP Ak, AP RIBTIRE, WRRENNHEIE.

* 0 RRHH) UDP B2 fE, UDP M A= EMIR&EEN: BMEREthigE@d UDP A EIEERI ESP32 UDP
%0 1112, ESP32 4 5 UDP f2ifninth AR, (EA18< AT+CIPSEND=4, X RIZEHE, AR ZHRIMER PC
ImUeE,

3. RIXEUE:
AT+CIPSEND=4,5 // send 5 bytes to transmission NO.4
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&g

‘ >DGFYQ // enter the data, no CR

MM :

SEND OK

= ,
NDE I =1

ERANFHHEBI THESRENKE (), WRML busy, HEFEEIENRI n NFT, RETHENN SEND 0K,

4. FIEE:

+IPD,4,Nn : XXXXXXXXXX // received n bytes, data=xXXXXXXXXXX
5. WrFF UDP {&4:
AT+CIPCLOSE=4

Ma A :

4,CLOSED
oK

7.2.2. mimr]ZEHY UDP &fF
1. Bl UDP &%, &SN 2:
AT+CIPSTART="UDP","192.168.101.110",8080,1112,2

MRy -

CONNECT
OK

1 58A:

e "192.168.101.110",8080 J UDP 1£4589imis IP Finisin [, FEFIA PC B3I UDP BRE,

e 1112 JJ ESP32 §9 UDP Atthin 1, AP BTIRE, WAMEENNKENE.

o 2 RNHEI UDP (52 ] fa, UDP EHninE BIMASEN: UDP EmiNninE B BB NREII—RS ESP32
UDP &{ER9iis IP Fli% .

2. RIBEIE:

AT+CIPSEND=5 // send 5 bytes
>DGFYQ // enter the data, no CR
Ma A :
SEND OK
oLOEE:

EMANFTHHEBI TEQRENKE (), WS busy, HAZEEENE 0 NFT, KESTHEME SEND 0K,
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3. EEE %X UDP 844

7.AT 8%

Hfth UDP zim, RFFHEXT IP MixOEIR],

ERRA

AT+CIPSEND=6,"192.168.101.111",1000 // send six bytes

>abcdef

// enter the data, no CR

I
SEND OK

4. FIEE:

+IPD, N : XXXXXXXXXX

// received n bytes, data=xxXXXXXXXXX

5. WiFF UDP {&%:

AT+CIPCLOSE

7.3.

7.3.1.

Ma A :

CLOSED
OK

g

AT Demo {X7£ ESP32 18 TCP & FimE &Ry UDP £y, ESE,

TCP EFim R EREE

AR ESP32 By Station SEI TCP & Fim B ERIEZAIE

1. 188 Wi-Fi Ex:

AT+CWMODE=3

// SoftAP+Station mode

My :
oK

JESE:Fi= R

AT+CWJAP="SSID", "password"

// SSID and password of router

My :
0K

3. B P Hudlt:

AT+CIFSR

My :

192.168.101.105

// device's IP that got from router

Espressif

4. PC 5 ESP32 %FiZ[E

TEH, £ PC LERNZEILNBF, BIZ—1 TCP RSS525.
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7. AT 5L ERRA

&g

PR E IR EHRRIR
(1) #Hhin2es
TCP Server
(2) Pt
192.168.101.110
(3) FiwO=S

8080

@ B

BRKIRE
[ RS, .

5. 1% EN TCP B imiE k TCP fRS52%:

AT+CIPSTART="TCP","192.168.101.110", 8080 // protocol, server IP & port

Ma A :
OK

6. fEREEEIR:

AT+CIPMODE=1

Ma A :
OK
7. RIFEHE:
AT+CIPSEND
IRy :
> // From now on, data received from UART will be transparent transmitted to server
EEAtr Pl EREI
(1) thin2eal [Receive from 192.168.101.105 : 28713) : abed

TCP Server

{( 2) 7 P4t
192.168.101.110

(3) FKOS

®  HFF
8. B ARIALIE:
EBRERFEIETRES, FRFEIBBO—BEIE +++, NERLEZRE, BELER 1Y, BRT

—& AT 1ES,

MREEMBEITFRN +++, BRENBEXIE, AMOIANEESN=T+, BNFERUTIA:
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7. AT FEL{ERTRA

TR S

BEXH | 8580 | B0 [ mes

g0 coe ~| @ xaRO0 | ) | 1rE‘

4

#iig [0
it [ Mok
By :

| 4¢3 (115200 v | I~ DTR I~ RTS
[~ sEAdEsE (1000 mstR

pET -

| et

.mcu51l.cor [S:O [R:O

(COM6E4TFF 115200bps [CTS=0 DSR=0RL

o FRIBHWMNIE: +++

= ,
Q& xS

+++ BB ERIZEIIE, LEIEF AT 518, TCP EEMARFREN, tLrIBAF & AT+CIPSEND 8S, FHRIB(E.

9. BHEEEL:

AT+CIPMODE=0

I
0K

10.MfFF TCP &

AT+CIPCLOSE

I

CLOSED
OK

7.3.2. UDP &%

Espressif

AT ESP32 Y7y SoftAP LI UDP 3B (BRI %44,
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1. I%& Wi-Fi i83(:

7. AT FEL{ERTRA

AT+CWMODE=3

// SoftAP+Station

mode

MM :

oK

2. PC &) ESP32 SoftAP:

3. £ PC L{EAMEIEIEF,

FTENEEE A
ESP_781700 e
AC750 T
ZTE_5560 M
TL-WR842N M
BIZ—1 UDP,

Pzt (CHHZhe V3 8t

IR T
(1) thix2esl

| uopP
(2) &Pk

[192.168. 4
(3) F#ROS

.2

|1 001

® BT

ERRRE

I~ Rriladia]
I~ +7-#HITT

I~ EEERET

I~ EdEmEst

PelEARE

4. ESP32 5 PC X3 N [ #2 37 [E & XFimAY UDP £,

AT+CIPSTART="UDP","192.168.4.2",1001,2233,0

e :

0K

5. fEREEEIRL:

AT+CIPMODE=1

Espressif

MM :

0K
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7. AT FEL{ERTRA

6. RIXEE:

AT+CIPSEND

e :
> // from now on, data received from UART will be transparent transmitted to server
7. BHRFEIE:

EEEAEIIEIERESR, FRAFEMHN—BEIE +++, NREBELE, BEVEKR1W, BLT
—% AT 1BZ,

MREERREITFRN +++, BrRIENEXIE, AMIANEESN=T+, BNFEROTIA:

TR | [FEE TP | 2FE0 | BSE0 [ mET
208 cowe v @ xXigRO | e | IR

i (115200 «| [~ DTR I~ RTS
#iiifu |8 I~ ki {1000
f21tfu |t ) r HEva:ﬁ
fidgfu |[None v |} =+ £:
iSHY None v ||+

lww.mcu51.cor|S:0 R:0 (COM6E#T7F 115200bps |CTS=0 DSR=0 RL A

ms/ R

4

o FRIBHWNIE: +++
o RIFEMTT AWt

oL EFRE
+++ REBEREHIE, BEIERATESERER, TOP ERNARRITH, thrJLABR AT+CIPSEND 5%, FiaBE.

9. BHBEZEL:

AT+CIPMODE=0

Espressif

My :
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OK

10.7fIF% UDP &%

7. AT FEL{ERTRA

AT+CIPCLOSE

7.4.

My :

CLOSED
0K

Z &k TCP fRSS53:

BHi AT Demo ESP32 {XZ#FE I — TCP ARsS23, BFre=iEE, Bleli&EiE= D TCP

Iff o

IRt

)'_"l

AR M ESP32 1EA SoftAP , #2137 TCP IRBZ23AIZB; WRZ ESP32 7EA Station, BRI FEEEZH

f&, EIEREIARSES,
1. 388 Wi-Fi B

AT+CWMODE=3 // SoftAP+Station mode

MMy :

AT+CIPMUX=1

MM :
OK

3. &3 TCP fR%2::

AT+CIPSERVER=1 // default port = 333

Espressif

MM :
OK

4. PC &) ESP32 SoftAP:

ESP_781700 e

AC750 e

ZTE_5560 L

TL-WR842N Tl
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7. AT FEL{ERTRA

5. PC {E TCP BFimEZFIZE:

RS

(1) thixes!

PSR

| TCP Client
(2) BR% 28 IPHdE

2

[192.168. 4
(2) EHEERA

.1

|333

'
@
B .

v

B

QL ERE

ESP32 {8 TCP BRSSZ- B BRG], WMRERENE, —RIFEATTEIERE, ESP32 TCP IRFHZRNE TCP B i
B, B PC METHE £ £SP32 R —1 2s MBI EIERE, BTRTER.

6. RIXEIE:

AT+CIPSEND=0,4
>iopd

// ID number of connection is defaulted to be 0@
// send 4 bytes to connection NO.0Q
// enter the data, no CR

MM :

SEND OK

QL ERE

EMANTHHEBE TIEQRENKE (), WKRNK busy, FHEZEEIEBOE N DFT, KIESTHENR SEND 0K,

7. FEBEE:

+IPD, 0, N XXXXXXXXXX

// received n bytes, data = XXXXXXXXXX

8. WrFF TCP &Eiz:

AT+CIPCLOSE=0

// delete NO.Q connection

My :

,CLOSED
0K
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8. OTA IhgE

OTA IJJBE

AREDNFEERIAWEIE iot.espressif.cn FEIEB SRR, FHETENET ot.espressif.cn By OTA If

ab
AEo

< P

1. FTFEAIT 2858 N iot.espressif.cn,

iot.espressif.cn [ i

[=)
My tasks - Team Work  ESP32 Programming Guide ~ Cisco WebEx Meetings  Espressif Systems &/ +

lotBucket 35 Start ~

Join Login

€ pcriunee THE noep
~OR~
WHAT ' MORILE ' REAW MERNS

2. RiTALARY Join, WA R, HAENEE, EHKS.

lot-Espressif A - BB BR
A

a2F Username [a-zA-Z0-9_]+

HRFE Email
=i Password

b

3. AERTRETREANQE", QIE—THSHIRE.
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8. OTA IhgE

[ NON ] i l b x i g iot.espressif.cn & ﬂ

My tasks - Team Work ~ ESP32 Programming Guide ~ Cisco WebEx Meetings ~ Espressif Systems &

g
’T

lotBucket

IREFAR -

REFR REE  HAH- L weiyuanjia v

device name, serial, key,e | =G | - EEER - 4 &G

000 < O > @ O iot.espressif.cn ¢ i

My tasks - Team Work ~ ESP32 Programming Guide ~ Cisco WebEx Meetings ~ Espressif Systems &

i
[

lotBucket

a tlgie&

i3tk  OFHRE
O NFFRE

FREF esp_iot_test ‘

PR | ERems

“

REFR PREE i A 2 weiyuanjia ~

iot.espressit.cn 9 th

My tasks - Team Work ESP32 Programming Guide  Cisco WebEx Meetings  Espressif Systems &/

fa
B

IotBucket

9 IEER {id: 147469, serial: 1077503 }

/ iot_test @)
Private Device
Product { id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
Product Secret 896ebadbd8f7c3b3ea5f2d@df6ad06e70del2d2e
Device Secret 2ae527409df83a3721fd03c8176882a6fcdedeb

Master Device Key 6f9cb5be49c7acde@90e85ca3aa@64ac212c9e39
HiRRE
+ Bl

wfER =

BEFR REE  EHAE - L weiyuanjia -

Not Activated
LastActive  [EEEIN
Device Status developing
3 =+
BERAE

5

R

device key 6f9cb5be49c7acde@90e85ca3aaldb4ac212c9e39 (master) =z

desc-107¢7503

device key 9c3d34215al10ce3fc26ed626df4db2ald687ae91 (owner)

+ 8@

5. {FFE%%A, mIFECH OTABIN, (B2 AT OTA token Z5AREC B fzal T -
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/home /xcg/workspace/esp_iot_at/esp-at-application-developing/sdkconfig - Espressif IoT Development Framework

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press
<Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module
< > module capable

SDK tool configuration --->

Bootloader config ---> I
Security features --->

serial flasher config --->

Partition Table --->

optimization level (Debug) --->
Component config --->|

< Exit > < Help > < Save > < Load >

/home/xcg/workspace/esp_iot_at/esp-at-application-developing/sdkconfig - Espressif IoT Development Framework
c» component config —m™M M M XM X X X ———————————————————
Component config
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press
<Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module
< > module capable

ESP32-specific config --->
[ 1 Enable Ethernet ----

FreeRTOS --->

Log output --->

LWIP --->

mbedTLS --->

SPI Flash driver

AT --->|

" O o

< Exit > < Help > < Save > < Load >

VPpTO/Q qroup 0]

xcg@xcg-linux: ~/workspace /fesp_iot_at/esp-at-application-developing

/home/xcg/workspace/esp_iot_at/esp-at-application-developing/sdkconfig - Espressif IoT Development Framework
¢cscomponent config > A T — ™

AT
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press
<Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module
< > module capable

Default: UART1

(1) vart port number for AT command

(16) vart rx pin for AT command

(17) vart tx pin for AT command .
(14) vart rts pin for AT command I

(15) vart cts pin for AT command pt

(lot.espressif.cn) Server IP for AT OTA.

(80) server port for AT OTA. {
6f9cb5bed49c7acde090e85ca3aad64ac212c9e39) The token for AT OTA. ‘

< Exit > < Help > < Save > < Load >

6. AANTMERERE, KT eli2e0IRE, £ ROM &% NHE, %A version ] corename, 4§t
HE4R1EM BIN XEEREZ N ota.bin, AEIEEH SHRZ.
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000 <> @ * @ O iot.espressif.cn [ i =)
My tasks - Team Work  ESP32 Programming Guide Cisco WebEx Meetings  Espressif Systems HE E
lotBucket REFE FREE  EAA- L weyuanja -
iﬂ: O &
[u]n] E E %  productname, serial, desc | =g - EEFER-- 4 RS - EERS-- 4
Id 3867
Name esp_iot_test
Serial 6b4dd7a9 @ (237l
Status FRF
Description
Activated / Total 0/1
0%
< m = @t O] iot.espressif.cn & i)

My tasks - Team Work

ESP32 Programming Guide ~ Cisco WebEx Meetings ~ Espressif Systems B/

m

Id
Name
’( Serial
ﬁ Secret

Description
Status
Activated / Total

HiERR

+ B2

9 ™ Hm {id: 3867, serial: 6b4dd7ag }

3867
esp_iot_test
6b4dd7a9 ()

developing...

0/1
0%

ROM k7%

version v1.0
beta
corename ot test

1% rom X, ZHES 10 N3+
wEs Fota.bin

0

7. RIERENSERA.
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8. OTA IhgE

g

o0 < M * ft (O] iot.espressif.cn ] i)

)
My tasks - Team Work ~ ESP32 Programming Guide ~ Cisco WebEx Meetings ~ Espressif Systems & +

9 ™ om {id: 3867, serial: 6b4dd7a9 }

Id 3867
Name esp_iot_test
’( Serial 6b4dd7a9 (105 Al
¥4 Secret AEERHER

Description

Status developing...
Activated / Total 0/1

0%

HiERE ROM %75

Kl v1.0 [ETTES x
chore(beta): v1.0 codename(iot_test)
@ ota.bin
+ 27
i§§§U§ 8% | device name, serial, description, etc... &S + 2R

8. &I1%X AT+CIUPDATE, @NEMNZEIEE, MBIAISEA OTA AL,
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o) 5,

R

)=

BRI AT (FREE, BARMBHERERASS, WEOTMER:
o AT RHERIIRAES, 8L AT+GMR FIERERARAE R

o MBHRIRAVER, fFl0: ESP-WROOM-32;

o MIRIEL T BRI EE, FIaTE:

ByteSize:

COM Port:|14 'I
Ia vl

Baudrate:|115200 v I StopBits:ll vl
Flow Control:lﬂo Ctrl Flow VI

ParityIIHone 'l

Close Port

AT+CHMODE=1

0K
AT+CIPSTA_CUR?

0K
AT+CIPMUK=1

0K

+CIPSTA_CUR: ip: “0.0.0.0"
+CIPSTA_CUR: gateway: “0.0.0.0"
+CIPSTA_CUR:netmask: “0.0.0.0"

o WEEIRMH log FTENMER, B LEE log ER, HIRILATEE:

Guru Meditation Error of type StoreProhibited occurred on core

Register dump:

PC : 40135735 PS
A2 : 00000000 A3
A6 : b33fffff A7
Al0 : 3ffde828 All
Al4 : 00000003 A1l5
EXCVADDR: 00000038 LBEG
Rebooting. ..

Espressif

00060130
3ffd6828
3ffb004c
00000b69
00060023
00000000

A0
A4
A8
A12
SAR
LEND

51/52

800f913b
00000b68
00000003
00060020
00000000
00000000

0. Exception was unhandled.

Al13 3
EXCCAUSE :
LCOUNT

3ffd66c0
b33f0000
3ffd66a0
3ffc2d30
0000001d
00000000

2017.02


http://espressif.com/zh-hans/company/contact/after-sale-questions

R ITTHRIAMRRN A S

ANHER, BFEESEMN URL i, BTE, [ABITEA.
SRR 1R, AAEEIEREE, BENEHYE. ERTRHERRYIHE
PIERECESR, METRE. IEFREMLRIOEMER, S3UEFR
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